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Hayano paspaboTku npoayKTa
RuBackup

Muccua KomnaHum —

Bbixon nepsor Bepcmm
npoaykta 1.0

Co3pgaHue KoMMaHun 1 bpeHaa
RuBackup

CepTudmrKaLmMA cnucTeMbl
RuBackup B pamMKax mporpamMmel
TEXHOJIOMMYECKOr0 MapTHEPCTBA
Ready for Astra Linux. MpoayKT
comectuM ¢ OC cneupmansHoro
Ha3Ha4eHuA Astra Linux Special
Edition

BrntoyeHne RuBackup

B «EAWHBIN peecTp pOCCUMCKMX
NporpaMM OA 3NEKTPOHHbIX
BBIYMCIIUTENBHBIX MALLWH

1 633 faHHbIX» MUHLMOPSI
Poccum nog Homepom N26808

BxoraeHne «Py6akan»
B cocTaB 'K «AcTpa»

Bbixoq Bepcum mpogykTa 1.5

obecneumBaTh 3amMTy NT-MHOPACTPYKTYpbl OpraHM3aLmii oT NoTepy OaHHbIX

1 COOENCTBOBATL YKPenaeHuo no3unumm Poccmm Ha MmpoBoM U T-pblHKe




Beixog Bepcum npoaykTta 1.7 Bbixon Bepcum npoaykta 1.9 Bobixog Bepcmmn RuBackup 2.0

Crpaternyeckas uenb —
K 2025 rogy ctatb N21 Ha pbIHKE OTEYECTBEHHBLIX CUCTEM PE3EPBHOMO KOMMPOBaHNA

www.rubackup.ru




I_0 MPOOYKTE

RUBACKUP — npogeccroHansHoe peLLeHme
0714 Pe3epBHOr0 KOMMPOBaHWA




HA3HAYEHUE

3awmrta UT-mHGpacTpyKTypbl OpraHM3aLmm oT noTepy AaHHbIX

ABTOMaTW3MPOBaHHOE pe3epBHOE KOMMPOBaHME 1 BOCCTaHOBMEeHMe
[aHHbIX:

« BupTyanbHbIx MaLLWH;
« ba3 gaHHbIX;

« OU3NYECKMX CEPBEPOB;
« CucrteM data-LieHTpOB;

+ «06MaYHbIX» CEPBUCOB.

/B LLMpoyanmin Ha pbiHKe oxBaT poccuinckmnx OC, cucTeM BUPTYanm3aumm
= n CYbL
L —)

CUCTEMA RUBACKUP

« 3anuck B peecTpe POCCUMIMCKOro + OpopMreHa MHTeNNeKTyanbHan

nporpamMmHoro obecneyermns N°6808 COHCTBEHHOCTb — CBMAETENLCTBO O PErUCTPaLIMN
ot 16.07.2020 nporpaMmHoro obecneyenma N22020615335

www.rubackup.ru




I_(DVH KUUOHAJIbHbIE
BO3MOHHOCTU RUBACKUP

DyYHKLMOHAN cMCTEMbI NO3BOSIAET 3aLLMLLATL OaHHbIe
B Nt0bbIX MT-MHPpaCTpyKTypax: OT CaMblX MPOCTbIX [0 CIOMHbIX
MHOIOYPOBHEBbIX KOPMOPATUBHBLIX MHPOPMALIMOHHBIX CUCTEM




PE3EPBHOE KOMPOBAHUE

[MonHoe, MHKpeMeHTanbHoe 1 anddepeHUmansHoe
pesepBHOe KonMpoBaHuWe

["nobansHoe pacnncaHue, obecneymBaloLLiee
aBTOMaTUYeCKoe CO3[aHue pe3epBHbIX KoMuin
KNMEeHTOB

JloKanbHoe pacnncaHmne anAa KnneHTa —
BO3MOMHOCTb YNpaBATL NMPOLeCCOM KOMMpoBaHUA
CaMOCTOATENBHO

BbInonHeHWe cpoyHbIX pe3epBHBIX KOMuii
M0 3anpocy KAMeHTa Un agMUHUCTpaTopa

CHATUE U XPAHEHUE

« CraTvie pesepBHbIX Komuit

. CTpaTeI'l/ll/I pPe3epBHOIro KONMMpoBaHMA, NO3BoNAIOLLME
ABTOMAaTM3npOBaTh rpynrosblie orepaunn
C KNneHTamm

+ 3alumTHOE NpeobpasoBaHmne pesepBHbIX KoMui
no anroputMam [OCT 34-12-2015 (kuznyechik),
anubis, aria, casté, camellia, kalyna, mars, AES,
serpent, simon, sm4, speck, treefish n twofish

YNYYLLIEHHAA CUCTEMA YIMNPABJIEHUA

« ABTOMaTu4ecKan BepudmKaLmA caenaHHbIX
pe3epBHbIX Konuii (pasmep darnos, mdb, cymma,
3M1eKTPOHHAA NoANMCh)

+ JloKkanbHbIA NUCT 3aMpeToB (C regexp) AN1A KarKAoro
KIIMEHTA, OrPaHNYMBAIOLLIMIA MHPOPMALIMIO Pe3EPBHBIX
Konum

« [padumyeckuin nHTepderic Ans ynpasneHns
y Mo/b30BaTeNA M agMUHKUCTPaToOpa

www.rubackup.ru

+ YnpaBneHwe yCTpomcTBaMmM 1A XpaHeHUs
pe3epBHbIX KOMMWM, BO3MOMHOCTL pacnpeaendTb
JaHHble M0 Pa3HbIM XPaHUIULLLAM B 3aBUCMMOCTM
OT NOJUTUKM KOMMaHWUM

BeicTpamBaHme nHTerpaumm ¢ pasnmnyHbIMm
CpeacTBaMM YrpaBneHus U MOHUTOPUHIA,
NoAAEepHM1BAIOLLIMI MOSyYeHME AaHHbIX
yepe3 REST API

KonmuectBo ojHOBPEMEHHbBIX CECCU pe3epBHOTO
KOMMPOBAHWA OrPaHNYEHO TOMbKO annapaTHLIMM
XapaKTepucTMKaMm cepeepa

I'Iapanﬂeanble ceccnm OoCTynHbl 1 ONA BCcem
CUCTEMDI, 1 ONA OTOENbHOI0 KIIMEeHTa

XpaHeHue pe3epBHbIx Konui Ha CX[, neHTouYHbIX
6ubnuoTerax, B obnakax S3

ABTOMaTU4eCcKoe nepemMeLLieHme pesepBHbIX KOMui
Ha Opyrve Hocutenn n yganeHume yctapeBLUnX OaHHbIX

CvcteMa yBeJOMIIEHWI NMosb30BaTesel 0 CobbITUAX

[MonHoueHHoe yrpaBJieHue 13 KOMaHOHOW CTPOKM

DuKcaumna Bcex OencTBU agMUHMUCTpaTopa
1 nosib30BaTesien B 6a3e JaHHbIX U CUCTEMHOM
HypHarne




|_CLI,EHAPMM
NPUMEHEHUA
RUBACKUP

Pe3epBHOe KOMMPOBaHWe —

e AMHCTBEHHBI Cr0Ccob COXPaHUTb
MHPOPMaLIMIO MpK OTKa3e
obopynoBaHmA, Nocne KubepaTak
WM M3-3a YeoBeYecKoro GpaKTopa

CucTeMa pe3epBHOr0 KOMMPOBaHKA,
no3BosALLaA 3aLLUTUTL BCe

M0SIb30BaTeSIbCKME CUCTEMBI, HYHKHA
B noboMm LIO[] n nioboMy 3aKasumry




RUBACKUP — PELULEHME MACLLUTABA MNMPEONPUATUA,
KOTOPOE OBECIEYNBAET:

BoccTaHoBneHMe AaHHbIX Nocne KaTtacTpod
B RuBackup ecTb BO3MO*KHOCTb CO3aTb 06pa3 cUCTEMbI A4/1A BbICTPOro BOCCTAHOBEHUA
nocne cbon

Mnan aBapMﬁHOFO BOCCTaHOBJ1IeHUA
No3Bonaet ROHTPOJIMPOBATb Halln4vne Tpe6yeMoro YMCNa pe3epPBHbIX KoMuin KPpUTN4EeCKM
BaXKHbIX JaHHbIX 1 aBTOMATU4YECKM BOCCTAHAB/IMBATb MX BMECTE C CUCTEMOW

CoxpaHHOCTb M0J1Ib30BaTeNIbCKUX JaHHbIX U APM
[Nonb3oBaTenbCKMe AaHHbIE MOMYT pacronarateCA Ha cepBepax M Ha APM 1 KonmpoBaTbcA
Mo 3apaHee Co34aHHOMY PacnMCaHMIO

3awmTy cucTeMbl BUPTYyanmsaumm

RuBackup no3eonseT co3gaBaTb MHKpeMeHTanbHble 1 anddepeHumansHble
pe3epBHble KOMUK dare ANA Tex cpeq BUPTyanmn3aumm, BCTPOEHHbIE MHCTPYMEHTHI
KOTOPBIX MpeayCMaTPUBAIOT TOSIbKO MOSTHOE pe3epBHOE KOMMPOBaHMe

Pe3epBHoe KonupoBaHue u BocctaHoBneHue CYB[
Ona 3awmtel CYB ncnonb3yloTcA BCTPOEHHbIE CpeAcTBa, 0becneyvmBaioLLme BbINOHEHNE
pe3epBHOIro KOMMPoBaHWA 6e3 He0bX0AMMOCTM 0CTaHOBKM cepBepoB CYB[]

3awumTy AaHHbIX AOMeHa
RuBackup npegocraBnAeT BO3MOKHOCTb Pe3EPBHOI0 KOMMPOBAHMA 1 BOCCTAHOBEHNSA
FreelPA

www.rubackup.ru 9
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HAOEHHOCTb

OTKa30yCcTON4YMBOCTb
3neKTpoHHaA NoANMCL

3alumTHoe NpeobpasoBaHme

KOPMOPATUBHbIN
OYHKLUMUOHAI

Ponesas Mogenb gocTtyna
KoHconnampoBaHHan 0T4eTHOCTb

YHWKanbHaA TexHonorus
JeaynnvKaLmMm JaHHbIX Ha ypoBHe
6/10K0B

Mopaepr+Ka oTeYeCTBEHHbIX
annapaTtHbIX N1aThpopM

HenpepbiBHanA yaaneHHas penvkaumna

Apxu1BaLmA gaHHbIX 418
[10/TTOBPEMEHHOMO XpaHeHNA

XpaHeHWe pesepBHbIX Konui Ha CX[,
NeHTOuYHbIX B1bMoTeKax, B obnake S3

NMPOU3BOAUTEJIBHOCTb

« Jlioboe Konm4yecTBo KINMEHTOB

« HeorpaHu4eHHOe KoM4ecTBo
0JHOBPEMEHHbIX CECCUN

« MHoronoTo4HOCTb

BECLUOBHAA
COBMECTUMOCTb

« BwuptyanbHble cpedbl: VMmanager,
MK CB «bpecT», «PYCT3K»,
«Aspoamck AVICT»

« CYB[: Tantor, PostgreSQL,
Postgres Pro, Patroni

+  KoMMyHMKaLMoHHasA nnatdopMa
CommuniGate Pro

- Wap.



MMBKOCTb

+ ABTOMaTU3aUWA U ypaBneHne
XpaHEeHWEeM pe3epBHLIX KoM

+ Yno6CcTBO M NPOCTOTa Pa3BepThIBaHMA
N aOMUHUCTPUPOBAHMSA

+ MopgynbHanA apxuTteKTypa

«  OTKpbITLI APl oA paspaboTtkn
Mogynewn

MALUTABUPYEMOCTb

« Peluenne agantupyetcA
B 3aBMCUMOCTW OT MacLLTaba
KoMnaHum 1 ee UT-naHgwadTa

« [oToBHOCTL K paboTe
B BbICOKOHarpy*{eHHbIX cpefax

+ ABTOMaTUYeCKan 6anaHCMPOBKa
Harpy3ku

« PacnpeneneHHas apxuTteKTypa

+ [opuW30oHTaNbHOE MacLLTabupoBaHue
Ha [ecATKM neTabant

www.rubackup.ru
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I_COBM ECTUMOCTb

ONEPALUNOHHBLIE CUCTEMBbI
Astra Linux / Ubuntu / RedOS / Alt Linux v gp.

. n
(asTRALNUX)  ubuntu® A ix

BUPTYAJIbHbIE CPEQbI
MK CB «bpect» / VMmanager / VMware vSphere / KVM / ASPOONCK / TK «P-BupTtyanusauusa» / OpenNebula

/5 eFecT mVm

cyba
Tantor / PostgreSQL / Postgres Pro / MariaDB / Redis / ArenaData / Greenplum Database / Jatoba / MySQL

QﬂtOf PostgreSQL PogzgresPro _aff MariaDB e redis

JAN

My

NMPUNOKEHUA U CUCTEMHBIE CPELICTBA
Docker / LXD / LVM / FreelPA / BTRFS / ZFS

www.rubackup.ru




|_APXMTEI-(TYPA CUCTEMBbI

KnueHTbl
APM Linux,
Windows

KopnopaTtueHas ceTb
IPv4, IPvé6

KnueHTbl
cepsepsbl, CYB/],
cpedbl BupTyanusauun, VDI

1

! Konwnuectso

| uHTepdelicos
i MOXeT BbITh > 1
1
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Pe3epBHbIn cepBep OcHoBHOWM cepBep Mepua-
+ Meaua + Megua cepBepbl
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= =5 = =7 =7
Tape library  CX[ S3-cloud Tape library  CXO S3-cloud Tape library  CXO S3-cloud
\_
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|_OCHOBHbIE APXUTEKTYPHbIE OCOBEHHOCTU

paspaboTka BedetcA Ha C++, Python 1 Qt
Ha nnatdopMe Astra Linux. TaKre, KOMMOHEHTHI
COBMECTUMbI C ApyriMm nonynapHeiMmu OC

ceTeBOe B3aMMOLENCTBME peanm3oBaHo

MpY NMOMOLLIM aCMHXPOHHOI O CepBepa, KOTopkbIi
npyv HeOHBXOOAMMOCTU UCMOSb3YET BCE NOCTYMHbIE
Agpa CPU

RITMEHTCKaA YacCTb peasin30BaHa B MHOIOMOTOYHOWM
cpene, 4To NO3BOJIAET BbIMOHATL OOHOBPEMEHHO
HEeCKOJIbKO Ol'lepaLl,l/IVI pe3epBHOro KonmMpoBaHMA

[NA pe3epBHOr0 KOMMPOBAHNA MOMHO
BbI6paTb onpefesieHHbIe ceTeBble MHTepdenchl
KaK Ha KnWeHTe, Tak U Ha cepBepe

pe3epBHble KoMnuK NepeaatoTcA no KaHany,
3aLmLeHHoMy SSL

Npu Nepeaaye AaHHbIX MOMHO YrpaBnATb
MPOMYCKHOM CNOCOBHOCTLIO

pe3epBHOE KOMMPOBaHWE U BOCCTAHOBIIEHME
[aHHbIX peanM3oBaHo B OTAESbHBIX MOOYNAX,
YTO MO3BOSIAET MOAKIOYATE HOBYIO
GYHKLMOHANBHOCTb, HE MEHSAS KO KIMeHTa
nnu cepeepa

www.rubackup.ru

« RuBackup co3gaeT nosHble 1 pa3HOCTHbIE
pe3epBHble KOMWK darke ONnA Tex
NHPOPMALIMOHHBIX CUCTEM, BCTPOEHHbIE

NHCTPYMEHTbI KOTOPbIX 3TOM0 He npeaycMaTpmBaloT

* KOHdUrypauma cuctemsl xpanutea B CYB[] (Post-
greSQL), KoTopanA MOXET bbITb pa3BepHyTa B BUfE
0TKa30yCTOMYMBOIO KNacTepa

+ MeTa-AaHHble caeNaHHbIX KoMuii pacnonaratTcA
B CYB[ n gybnupyiotca B peno3utopum

* 017 paboTbl C TEHTOYHLIMWU BUBNMOTEKAMM
ncnonb3yetcA TexHonoruA LTES, 4to nossonsaeT
MoNyYnTb OOCTYMN K pe3epBHbIM KOMMAM BHE
CcUCTEMBI

¢ 3JIEKTPOHHaA NoArnncCb pe3epBHbIX Komuin naet
BO3MOHOCTb 3aLLUTUTL NUX OT U3MEHEHUM
B XpaHunuiie 1 6bICTpO NnpoBepnTb NX COCTOAHKE

15
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BACKEND

Mo O6'beMy XPaHMMbIX pe3epPBHbIX Konuit. 06beM cunTaeTca nocsne aenyniankaunn n nocne
cHaTmA. YTobbl MOHATL 06 beM JIMLIEH3UNN, I-(OTOprVI BaM HyHEH, HeO6XO,EI,I/IM pa3Mep Ballero
XpaHnnunLla pe3epBHbIX Konui. B 3Tol cxeMe MOMHO 1CMonb30BaTh J1060e KonmyecTso

Mena-CepBepoB B CMCTEME pPe3epBHOI0 KOMMPOBaHMA.

FRONTEND

Mo 06EeMY MOMHBIX YHUKANbHbIX PE3EPBHBIX KOMUIA HambosbLLero pasMepa. 06beM cumMTaeTcA
6e3 yyeTa AeqynvKaLmm. YTobbl MOHATL KAKoe KOMYECTBO NNLIEH3UIA BaM HYHHO, CYMMUPYTE
06bEM AaHHbIX, NMOAEHALLMX PE3EPBHOMY KOMMPOBaHMIO. B 3TO cxeMe MOMHO 1CMonb30BaThb
Noboe KoNMYecTBo Meara-CcepBepPOB B CUCTEME Pe3epBHOI0 KOMMPOBaHUA.

CONFIGURATION

Ha ocHoBe KoHdUrypaLmm crcTeMbl pe3epBHOMO KOMMPOBaHWA. 34eCh YYUTHIBAETCA
KOIMYeCTBO CEPBEPOB PE3EPBHOI0 KOMMPOBAHWA, KONIMYECTBO KIIMEHTOB 1 HEOOXOOMMBIX
PaCLUMPEHUI cCepBePHOM NNLLEH3UM: ONA 633 AaHHbBIX, XOCTOB BUPTYanmM3aummn 1 T.n.
JTa cxeMa NMLEH3MPOBaHNA He MOMET MnpeBbilaTh 250 T6 XpaHUMBIX pe3epBHbIX KoM,

CTOMMOCTb peLLeHWA 3aBUCUT OT 3aLLMLLIAEMOM MHPPACTPYKTYPbI 1 TPEbYEeMbIX GYHKLNIA
cuctembl PK.

16
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» CpoyHan

« beccpoyHan

I__CPOH
JIMUEH3UPOBAHUA

« 12 MecALeB
« 24 MecALa

« 36 MecALeB

www.rubackup.ru
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oLeHKa NaHALwadTa 1 TpeboBaHUI 3aKasumKa
k RPO 1 RTO

pa3paboTKa peKoMeHdaLmi no BeIGopy
OMTMMAsbHOM apXUTEKTYPbI peLLeHs

HaCTpOIKa CUCTEMBI B COOTBETCTBUM C MOSTUTUKON
pe3epBHOro KOMMPOBaHWA 3aKa3uMKa

co3aaHune 3I-(CI'IJ'IyaTaLI,VIOHHOl7I HAOKYyMeHTaumn
0 HaCTpOVII-(e M MCMNOJIb30BaHNM NPOOYKTa

pa3paboTka peKoMeHaLMA N0 MacLLITabMpoBaHUIO
peLleHun

oTOenbHas NpoBepeHHan
cneumdmKaLmMA ONA KarKOoro KIneHTa

cornpoBoXaeHMe Ha 3Tare BHeApeHNA

TeXHMYeCKaA nogaepHKa Bo BpeMA aKCriyaralmm



|_I'IPM BUNNETMPOBAHHAA TEXHUYECKAA
NMOOOEPHKKA 24X7

PACLLUMPEHHAA
YCNYTrA / YCJIOBUE CTAHHA;LILA;ELE:((:rqECKAH TEXHUYECKAA
NOOOEPYKKA 24/7
HocTyn K pazgeny «[JoKyMeHTauua» . .
Ha oduumanbHoM cante www.rubackup.ru
JocTyn K cucTeMe oTCNeXMBaHUA oLIM60K . .
(Bug Tracker)
KoHcynbTaumm no yctaHoBKe npogyKTa + +
HocTyn K HOBbIM BepcUAM U 06HOBNEHUAM . .
npoayKTa
KaHanbl npuema 3anpocos e-mail, TenedoH web-nopTan, e-mail, TenedoH
paboune gHu KPYITIOCYTOYHO AJ1A «3KCTPEHHOMO»
BpemA npuema u 06paborim sanpocos ¢ 9:00 go 18:00 (MCK) N «BbICOKO0» YPOBHEWN KPUTUYHOCTH

YaoaneHHoe nofKnioYeHUe K cucteMe
nonb3oBaTena AnA c6opa MHpopMaLum - +
Heo6xo0auUMoIt ANA peLleHuna 3anpoca

MepcoHanbHbI MeHeKep - +

www.rubackup.ru
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[10 BCEM BOINPOCAM
OBPALLIAUTECH

+7 (495) 369 48 90
info@rubackup.ru
www.rubackup.ru

RuBackup User Group




